
On-Chip Cache Coherence and Real-Time Systems

Paul E. McKenney

IBM Linux Technology Center

15400 SW Koll Parkway, Beaverton, OR 97006 USA

paulmck@linux.vnet.ibm.com

Abstract

In the Communications of the ACM article entitled ”Why On-Chip Cache Coherence Is Here to Stay”,

Martin et al. argue that on-chip cache coherence can scale for the foreseeable future, with only modest

impact on performance, even for very large systems. Unfortunately, a number of the authors’ arguments

apply only to real-fast systems. Although some might argue that real-time response is important only rel-

atively small systems, recent bug reports regarding 200-microsecond latencies on systems with 4096 CPUs

provide a strong counter-argument. This paper therefore looks at how Martin et al.’s arguments fare in

real-time environments.

1 Introduction

A number of researchers have argued that future
computer systems would move away from hardware
cache coherence due to overhead and scalability con-
cerns [1, 2, 3]. However, Martin et al. recently argued
that cache coherence would remain in hardware for
the foreseeable future [4], addressing five concerns:

1. System-interconnect traffic

2. In-cache storage overhead

3. Maintaining inclusion

4. Memory latency

5. Energy efficiency

Unfortunately, Martin et al. analyzed only the
real-fast case, for the most part ignoring real-time
response. The following sections summarize their
arguments surrounding each of the above concerns
and examine the corresponding real-time implica-
tions. But first we review relevant topics in system
architecture.

2 System Architecture

Figure 1 shows a view of system architecture for a
fanciful system having eight CPUs. Each CPU has
a private cache, and there is a shared cache for each
pair of CPUs. Each cache contains cache lines, main-
taining multiple copies (from zero upwards) of each
fixed-sized block of memory. This fixed size is a
power of two, assumed for the purposes of this paper
to be 64 bytes.
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If the system is cache coherent, then all cached
copies of a given block of memory will have the same
value. In contrast, cache-incoherent systems might
have conflicting values for the same block of memory
in different caches. A key question is whether sys-
tems will ever grow so large that cache coherence be-
comes infeasible. This question is important because
cache-incoherent systems have proven to be more dif-
ficult to program than have the cache-coherent sys-
tems currently in widespread use.

As indicated by the red arrows, modern multi-
core processors are really message-passing systems
when viewed at the hardware level. These mes-
sages carry requests for cachelines containing the
corresponding memory address, responses contain-
ing the corresponding memory data, invalidation
requests containing the corresponding memory ad-
dress, and acknowledgments containing the corre-
sponding memory address.

With this overview, we are ready to look into the
concerns addressed by Martin et al.’s paper, paying
special attention to real-time issues.

3 System-Interconnect Traffic

Cache coherence requires additional system-
interconnect traffic in the form of acknowledgment
messages when a given CPU suffers a cache miss in
response to a memory write. These additional ac-
knowledgment messages let the writing CPU making
the request know when the cache line has been inval-
idated from other CPUs’ caches, avoiding different
caches containing conflicting values for a given cache
line. A key concern is that the number of acknowl-
edgment messages will grow as the number of CPUs
grows, eventually crowding out the messages that
actually carry the data. Because cache-incoherent
systems do not require acknowledgment messages,
one school of thought argues that larger systems will
need to be cache-incoherent.

Martin et al.’s key observation is that these ac-
knowledgment messages are small, containing an ad-
dress without data, and further that each acknowl-
edgment message pairs with a larger data message.
To see this, consider that the acknowledgment mes-
sages come only from other CPUs’ caches containing
the cache line being written to. But the only way
that this cache line could be pulled into the other
CPU’s caches is for the corresponding CPU to have
previously suffered a read cache miss. Because the
read cache miss requires a small request and a large
response, the small cache-coherence acknowledgment
will impose a small fixed incremental overhead on

system traffic, regardless of the number of CPUs.

This analysis ignores potential degradation to
real-time response due to the potentially large num-
ber of messages sent in response to a single write
request. Although it is possible that the outgoing
messages might be replicated in hardware, and that
the incoming messages might be combined in hard-
ware, a high rate of writes to cachelines replicated in
all caches is likely to impose high worst-case latencies
due to hardware queueing, either in the interconnect
or at the destination caches. In the future, therefore,
it may be necessary for real-time programs to reduce
(or perhaps even completely avoid) variables that are
written frequently and read by all CPUs even more
frequently.

Of course, Martin et al.’s original line of reason-
ing for this concern relies on the system tracking ex-
actly which CPUs have a given block of memory in
their caches, which in turn increases the amount of
state that each cache must track. This additional
in-cache storage overhead is addressed in the next
section.

4 In-Cache Storage Overhead

Martin et al.’s assumption that the system would
track exactly which caches contain a given cache line
requires extra state be maintained in the caches, thus
increasing their on-die size. For example, a 4096-
CPU system would need a full 4096 bits in each cache
line to track which CPUs had copies. 4096 bits is 512
bytes, which is an egregiously excessive overhead to
impose on a 64-byte cacheline.

Martin et al. address this concern by placing
the extra state in the last-level shared caches and
by tracking only the last-level caches, as opposed to
tracking all the CPUs. This approach reduces the
number of tracking bits from one per logical (Linux-
visible) CPU down to one per core. In our 4096-CPU
example, assume that each last-level cache served
64 CPUs, so that there were 64 last-level caches.
Then each cache line would need only eight bytes for
tracking, which is far more reasonable than is 512
bytes. The authors further expect that increases in
system size will continue to require increasing num-
bers of levels of caches, further reducing the number
of tracking bits required in each last-level cache.

However, this assumes that the last-level cache
knows which cachelines are held by all the caches
closer to the CPU. One straightforward way to ac-
complish this is to enforce inclusion, in which any
given shared cache must contain copies of all cache-
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lines held in the caches closer to the CPUs served by
that shared cache. For example, in Figure 1, every
cache line held in CPUs 0 and 1 would also need to
be also held in the shared cache associated with these
two CPUs.

On systems with inclusion, each cache need only
track the presence of the cacheline in its siblings
within the cache hierarchy, thus greatly reducing the
required state. In fact, if system size is increased
by adding levels to the cache hierarchy while limit-
ing the hierachy’s fanout, it is easy to see that the
storage overhead would be a constant fraction of the
total. However, the counterargument from cache-
incoherence proponents would be that these addi-
tional levels of hierarchy are not needed for cache-
incoherent systems. Martin et al.’s response is to
note that three levels of cache hierarchy are suffi-
cient to keep the storage overhead required for exact
tracking of cachelines to within a few percent up to
a few thousand cores.

The real-time issue with all of this is of course
that adding levels to the cache hierarchy increases
worst-case memory latency, which in turn increases
overall worst-case latency. That said, a large num-
ber of real-time applications are running just fine on
systems with three levels of cache hierarchy, so it is
quite possible that this real-time concern is strictly
theoretical.

Theoretical or not, this scalability argument
rests on the property of inclusion, which leads to
the question of whether inclusion is practical for ar-
bitrarily large systems. This question is taken up in
the next section.

5 Maintaining Inclusion

Maintaining inclusion is not free: If the shared cache
needs to eject a cacheline for any reason, then all
of the subordinate caches are also required to eject
that line, even if they were making heavy use of it.
This can of course result in expensive cache misses
that are in some sense unnecessary. To analyze this
situation, we need to introduce the concept of cache
associativity. To understand associativity, consider
that a cache can be thought of as a hash table that
is implemented in hardware. When taking this view,
a cache’s associativity would be analogous to a max-
imum number of elements in each bucket of the hash
table.

Martin et al.’s observation is that if the shared
cache is considerably larger than the sum of the sizes
of its subordinate caches and if the shared cache’s

associativity is larger than the sum of the associa-
tivities of its immediately subordinate caches, then
the shared cache is guaranteed to be able to hold
any combination of data that its subordinate caches
can hold. Even so, this situation requires that subor-
dinate caches notify shared caches when the eject a
cacheline, even if that cacheline was a read-only copy
of data held elsewhere. This notification allows the
shared cache to preferentially eject cachelines that
are not being used by any of the subordinate caches.

Unfortunately, the associativity requirement is a
severe one: a shared cache with eight immediately
subordinate eight-way set-associative caches must be
at least 64-way set associative. From a real-fast per-
spective, this is not a real problem because reducing
the associativity of the cache from 64-way to (say)
16-way will result in but a tiny increase in cache miss
rate, especially if the shared cache is proportionately
larger.

Of course, this argument does not necessarily
hold for real-time systems, especially for hard real-
time systems, where even a tiny increase in the num-
ber of cache misses could dangerously degrade worst-
case latency.

Of course, the number of cache misses is not the
only contributor to overall latency. This overall la-
tency is also degraded if memory latency increases,
which is addressed by the following section.

6 Memory Latency

As the number of CPUs increases, all else being
equal, the time required to move data from one CPU
to another must also increase. The authors note that
this increase is smallest in the absence of widely-
read variables, and also note that careful use of hi-
erarchy in the hardware interconnect (including the
cache hierarchy) can minimize memory latency. In
other words, the average latency normally does not
increase as a linear function of the number of CPUs.

This of course does not make any guarantees on
the worst-case memory latencies, which are critical
to real-time applications.

7 Energy Efficiency

It is tempting to dispense with energy efficiency on
the grounds that one of the first things done to any
real-time systems is to disable any and all energy-
efficiency features. On the other hand, the level of
energy-efficiency concern has been steadily rising, so
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it is not completely unreasonable to assume that this
concern will eventually reach the domain of real-time
computing.

Martin et al. argue that energy consumption will
continue to be a function of the number of transis-
tors and the number of messages generated by mem-
ory traffic, including any cache-coherence messages.
Since they demonstrated that both the storage over-
head (which translates to additional transistors) and
the cache-coherence traffic scale sublinearly with the
number of CPUs, they argue that the energy con-
sumption will also scale sublinearly, so that energy
efficiency will not be an obstacle to scaling of cache-
coherent systems.

For the most part, real-time systems should be
limited by average energy consumption rather than
worst-case energy consumption, so that this analy-
sis should apply to the real-time as well as real-fast
applications. One possible exception is situations
where real-fast systems could impose thermal throt-
tling to handle momentary over-temperature condi-
tions. However, the appropriate real-time response
might be to overprovision cooling technologies or to
limit the clock rate to a value that avoided over-
temperature conditions.

8 So, What To Do?

For real-fast applications, cache coherent systems
should be able to scale up throughout the foreseeable
future. It is quite possible that almost all real-time
applications will continue to scale as well.

However, it is possible that real-time systems will
face some obstacles that are not a problem for real-
fast systems:

1. The worst-case memory latency of writes to
heavily read-shared variables is likely to in-
crease with system size.

2. Increasing the depth of the cache hierarchy to
keep cache storage overhead bounded will fur-
ther increase memory latency.

3. Underprovisioning the associativity of shared
caches will result in increased numbers of ex-
pensive cache misses.

Of course, if these problems do not arise, noth-
ing need be done. Nevertheless, it is worth investing
some thought into how to solve these problems.

If the worst-case memory latency to heavily read-
shared variables proves problematic, real-time de-

velopers could avoid software designs featuring data
that is written often and read widely. Where oft-
written widely-read data cannot be avoided and
where its latency proves problematic, one approach
is to minimize its scope, for example, by hiding the
data behind a single pointer and ensuring that freed
memory blocks are flushed from all caches before be-
ing reallocated. This way only one cacheline will
suffer outsized latencies. Another approach is to
replicate the data, replacing the single long-latency
write with multiple writes each having smaller la-
tency. It is worth noting that for the foreseeable fu-
ture, many other software considerations, including
lock contention and memory contention due to lock-
less algorithms, are likely to be more problematic for
real-time applications than are the latency of writes
to heavily read-shared variables.

If memory latency is a problem even in the ab-
sence of writes to widely-read data, confine a given
realtime application to some portion of the system.
For example, if cross-system CPU-to-CPU latency
is problematic, confine the application to a small
subtree of the system’s cache hierarchy. This ap-
proach ensures that the application’s data can only
be shared within that subtree, thereby reducing the
write latency. The other subtrees of the system
might be used to run other applications, both real-
time and real-fast.

On the other hand, if the memory-latency prob-
lem is instead due to the limited associativity of the
shared caches, use only a few of the CPUs serviced by
each shared cache. This latter approach is similar to
the current common real-time practice of disabling
hyperthreading, and does represent underutilization
of the system unless a non-interfering workload can
make good use of the rest of the system. Under-
utilization smacks of inefficiency, but computing sys-
tems are now inexpensive enough that underutiliza-
tion is nowhere near as great a sin as it was in past
decades.

Finally, it is important to understand that scala-
bility is not the only threat to real-time applications
running on modern hardware [5].

9 Conclusions

Martin et al. [4] make a good case that computer
systems will retain cache coherence despite increas-
ing CPU counts. Several of their arguments do not
apply to real-time systems, however, it is likely that
the software and configuration workarounds listed in
Section 8 will allow real-time applications to never-
theless run reasonably gracefully on such systems.
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These workarounds will not be pain-free, but then
again, neither would software handling of hardware
cache incoherence.

Software issues currently faced when scaling real-
time systems, including various forms of contention
as well as the inherent randomness of modern hard-
ware, are likely to be more pressing than hardware
scalability issues for the foreseeable future. It is nev-
ertheless worth putting some thought into how best
to handle the increasing scalability of post-modern
hardware.
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This work represents the view of the author and does
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